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Abstract

Data mining methodology (DMM) aims to extract useful information and discover some
hidden patterns from huge amount of databases, which statistical approaches cannot discover.
It is a multidisciplinary field of research includes: machine learning, databases, statistics,
expert systems, visualization, high performance computing, rough sets, neural networks, and
knowledge representation, etc. Data mining is supported by a host that captures the character
of data in several different ways (e.g. clustering, classification, link analysis, summarization,
regression models, and sequence analysis).

Researchers are investigating the use of DMM in both national security (e.g. detecting
the bad guys) and in cyber security (e.g. intrusion detection and auditing). This paper presents
the application of data mining tasks and techniques in cyber security problems. The paper
discusses the following topics; (a) profiling  networks traffic using clustering,(b) tracing
viruses to the perpetrators using link analysis ,(c) detecting unusual behaviors and patterns
using anomaly detection techniques,(d) grouping various cyber attacks and then use the
profiles to detect an attack when it occurs using classification, and(e) determining future
attacks using prediction models.
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1. Introduction

Data mining (DM) deals with the discovery of hidden knowledge, unexpected patterns
and new rules from large databases. It is currently regarded as the key element of a much
more elaborate process called knowledge discovery in databases (KDD), which is closely
linked to another important development - data warehouse. A data warehouse is a central
store of data that has been extracted from operational data. The information in a data
warehouse is subject-oriented, non-volatile, and of an historic nature, so data warehouses
tend to contain extremely large data sets. The combination of data warehousing, decision
support and data mining indicates an innovative and totally new approach to information
management. Until now, information systems have been built and operated mainly to support
the operational processes of an organization. KDD and data warehousing view the
information in an organization in an entirely new way- as a strategic source of opportunity.
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There is confusion about the exact meaning of the terms 'data mining and "KDD™ with
many authors regarding them as synonymous. At the first international "KDD" conference in
Montreal in 1995, it was proposed that the term "KDD" be employed to describe the whole
process of extraction of knowledge from data. Knowledge means relationships and patterns
between data elements. It was further proposed that the term “data mining should be used
exclusively for the discovery stage of the KDD process. A more or less official definition of
KDD is: 'the non-trivial extraction of implicit, previously unknown and potentially useful
Knowledge from data’. So the knowledge must be new, not obvious, and one must be able to
use it. KDD is not a new technique but rather a multi-disciplinary field of research including
machine learning, statistics, database technology, expert systems and data visualization.

2. Knowledge Discovery Processes

Figure 1 shows the main functional phases of the knowledge discovery process. This is
arranged into a stream of steps:
e understanding the domain in which the discovery will be carried out.
e forming the data set, its cleaning, and warehousing.
e extracting patterns, this is essence of DM.
e post-processing of the discovery knowledge
e putting the results of knowledge discovery into use.

Fundamental issues in knowledge discovery arise from the very nature of databases and
the objects (data) they deal with. They are characterized as follows: (a) huge amounts of data,
(b) dynamic nature of data, (c) incomplete or imprecise data, (d) noisy data,(€) missing
attribute values, and (f) redundant or insignificant data.

The knowledge discovery process is dynamic, highly interactive, iterative, and fully
visualizable. Its main goals are to:
extract useful reports
spot interesting events and trends
support decision-making processes
exploit the data to achieve scientific, business, or operational goals.

In spite of the diversity of the application areas, there are several common characteristic
features:

e availability of massive sets of data
high underutilization of data.
access domain experts fully familiar with the area becomes crucial during the
development of the knowledge discovery system.

e lack of expertise of the end users (thus knowledge discovery is a greatly welcomed
activity).

DM exhibits a plethora of algorithmic tools such as statistics, regression models, neural

networks, fuzzy sets and evolutionary model. DM is supported by a host that captures the
character of data in several different ways (see table 1)
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Fig.1: Phases of knowledge discovery process.

Table 1: Data Mining Tasks and Technigques

The Appropriate Data Mining
Technigue

Classification Neural Networks

Support Vector Machine

Decision Trees

Genetic Algorithms

Rule induction

Clustering K-Means

Regressionand prediction Support Vector Machine

Decision Trees

Rule induction, NN

Association and Link Analysis (finding | Association Rule Mining

correlation between items in a dataset)

Summarization Multivariate Visualization

Data Mining Task

4. Data Mining Uses and Applications

Data mining is used for a variety of purposes in both the private and public sectors.
Industries such as banking, insurance, medicine, and retailing commonly use data mining to
reduce costs, enhance research, and increase sales. This section presents a brief account of the
well known DM uses and applications (see table 2).
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Table 2: Data Mining Applications in Private Sector

Application domain Task

detect fraud and assist in risk assessment
(e.g., credit scoring)

predict the effectiveness of a procedure or
medicine

use data mining of chemical compounds and
Pharmaceutical firms genetic material to help guide research on
new treatments for diseases.

assess the effectiveness of product selection
Retailers and placement decisions, coupon offers, and
which products are often purchased together.
to create a ‘“churn analysis,” to assess which
customers are likely to remain as subscribers
and which ones are likely to switch to a
competitor

Insurance and banking industries

Medical community

Telephone service providers

DM approaches have grown also to be used for purposes such as measuring and
improving program performance. It has been reported that data mining has been able to assess
crime patterns and adjust resource allotments. In addition, data mining can be used to predict
demographic changes in the constituency it serves so that it can better estimate its budgetary
needs. Data mining can be used also to review plane crash data to recognize common defects
and recommend precautionary measures.

Recently, data mining has been increasingly cited as an important tool for homeland
security efforts. Some observers suggest that data mining should be used as a means to
identify terrorist activities, such as money transfers and communications, and to identify
and track individual terrorists themselves, such as through travel and immigration records.

Based on the analysis of published papers during the five years, figure 2 shows the
emerging data mining research areas

» Graph mining * Mining multi-agent data
e Data mining in bioinformatics * Mining and link analysis in networked
* Privacy-aware data mining settings: web, social and computer
* Large scale data mining networks, and online communities
* Temporal pattern mining * Mining the semantic web
* Stream data mining * Data mining in electronic commerce
Mining moving object data, RFID » Data mining in e-Leaming
data, and data from sensor networks *Web search, advertising, and marketing
* Ubiquitous knowledge discovery task

Fig. 2 Emerging applications of data mining techniques
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5. Cyber Security, Cyber Warfare and Digital Forensic

DM is mainly applied to cyber security also known as information security problems.
This includes problems such as Intrusion detection and auditing

Anomaly detection techniques to detect unusual pattern and behavior
Link Analysis maybe used to trace the viruses to the perpetrators.

Classification is used to group various cyber attacks and then use the profiles to detect
an attack when it occurs

Prediction maybe used to determine potential future attacks in a way on information
learned about terrorists though email and phone conversations

Analyzing the audit data, one could build a repository or data warehouse containing
the audit data and the conduct an analysis using various data mining tools to see if
there are potential anomalies

Insider threat analysis is also a problem both for national security as well from cyber
security perspective. That is those working in a corporation who are considered to be
trusted could commit espionage. Similarly those with proper access to the computer
system could plant Trojan horses and viruses, catching such terrorists is far more
difficult than catching terrorists outside of an organization. One may need to monitor
the access patterns of all the individuals of a corporation even if they are system
administrators to see whether they are carrying out cyber terrorism activities.

5.1. Cyber Security

Cyber security research areas may be related to any security field such as:

Privacy issues

Formal Methods Application in Security

Incident Handling and Penetration Testing

Operating Systems and Database Security

Security in Cloud Computing

Security in Social Networks

Multimedia and Document Security

Hardware-Based security

VOIP, Wireless and Telecommunications Network Security
Security of Web-based Applications and Services
Enterprise Systems Security

SCADA and Embedded systems security

Distributed and Pervasive Systems Security

Secure Software Development, Architecture and Outsourcing
Security for Future Networks

Security protocols

Legal Issues
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5.2. Digital Forensic
Digital forensic application areas may be related to the following fields:

Data leakage, Data protection and Database forensics
Forensics of Virtual and Cloud Environments

Network Forensics and Traffic Analysis Hardware Vulnerabilities and
Device Forensics

Information Hiding

File System and Memory Analysis Multimedia Forensic
Executable Content and Content Filtering
Anti-Forensics and Anti-Anti-Forensics Techniques
Malware forensics and Anti-Malware techniques
Evidentiary Aspects of Digital Forensics

Investigation of Insider Attacks

Cyber-Crimes

Large-Scale Investigations

New threats and Non-Traditional approaches

5.3. Information Assurance and Security Management

Information assurance and security management application areas include the following
topics:
Corporate Governance
Laws and Regulations
Threats, Vulnerabilities, and Risk Management
Business Continuity & Disaster Recovery Planning
Critical Infrastructure Protection
Digital Rights Management and Intellectual Property Protection
Security Policies and Trust Management
Identity Management
Decidability and Complexity
Economics of Security
Fraud Management

5.4. Cyber warfare and Physical Security

Cyber warfare and physical security application areas related to the following fields:
e Surnveillance Systems

e Cyber Warfare Trends and Approaches

Social engineering

Authentication and Access Control Systems

Biometrics Applications

Electronic Passports, National 1D and Smart Card Security

Template Protection and Liveliness detection

Biometrics standards and standardization

New theories and algorithms in biometrics
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6. Conclusions

Data mining approach is a very promising methodology towards both national and
cyber securities. Data mining techniques and algorithms can be used as a robust intelligent
tool by network analysts to defend the network against attacks and emerging cyber threats.
The data mining based intelligent systems can detect different types of attacks and intrusions
on a computer network. The architecture of such systems and its algorithms are very effective
in performing the following tasks; (a) detecting scans which are the precursors to any network
attack, (b) detecting behavioral anomalies in the network traffic which typically translate to
malicious activities (such as dos traffic, worms, policy violations and inside abuse), and (c) to
understand the characteristics of the network traffic and detect any deviations from the normal
profile. While data mining can be used to detect and prevent cyber attacks, data mining can
cause some security problems such as the inference and privacy problems. With data mining
techniques one could infer sensitive associations from the legitimate responses.
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