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Abstract  
 

RTP (Real-time Transport Protocol)\UDP (User datagram protocol) are used in 

conjunction extensively in communication and entertainment systems that involve streaming 

media. Streaming media refers to the delivery method of the media rather than the media 

itself. The disadvantage of using RTP \ UDP is that it does not guarantee any reliability or in 

order delivery of the packets. Assume applying some steganography methods to transmit data 

covertly via RTP header and RTP payload in multimedia streaming over networks. Some 

packets can be lost during video broadcasting over network and others can be delivered out of 

order. The stego video that will be broadcasted on the network will be MJPEG (Motion Joint 

Photographic Experts Group) video that is stored on Server has a known IP (Internet Protocol) 

address and when the client requests this video; the client and the Server will communicate 

using the Real-Time Streaming Protocol (RTSP) and send data using the RTP. The challenge 

in this paper is how to retrieve hidden data by applying the three proposed methods used to 

retrieve these lost packets. The first method is Forward Error Correction (FEC), which adds 

the FEC RTP parity packet to the original packets. The second method is Interleaving which 

divides each packet into four parts, each will be added in one consecutive four packets. The 

third method is Receiver-Based Repair (Interpolation) which bases on the assumption that 

there is a small difference between two neighbouring packets, which is true especially in case 

of video. The video stream will be traced using the Ethereal program. The proposed methods 

were tested and compared according to the retrieval percentage of the hidden data at the 

receiver.  
 

Keywords: Real-time Transport protocol, Covert channels, Lost Packets Recovery. 
 

 

1. Introduction 
 

Multimedia streaming becomes the major traffic over networks and huge volume of 

data makes it an ideal candidate for covert communications. There is an increasing demand 

for streaming video applications on the Internet; various network characteristics make the 

deployment of these applications more challenging than traditional TCP-based applications 

like email and the Web. Transmitting high-quality, real-time interactive video over loss 

networks such as the Internet and wireless networks is very challenging. Because of limited 

bandwidth on networks and the bandwidth-hungry nature of video, video transmission 

requires extremely high compression efficiency. In this paper, we describe three proposed 

methods used to recover lost MJPEG video frames, which will be broadcasted over network 

assuming end-to-end communication and using RTP/UDP for transport layer. In multimedia, 

Motion JPEG (M-JPEG or MJPEG) is a video format in which each video frame or interlaced 

field of a digital video sequence is compressed separately as a JPEG image. Assuming that, 
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the frames of video will include hidden data in the RTP header (using the sequence number 

field) and in the RTP payload. By using un-reliable protocol as UDP for data transmission, 

there will be some lost packets so, what if these packets contain hidden secret data.  The 

challenge in this situation is how to recover the dropped packets to retrieve the hidden data. 

The rest of the paper is organized as the following: Section 2 explains in brief the Literature 

survey of Lost Packet Recovery for streaming video, Section 3: explains the proposed 

methods, Section 4: gives experimental results and its discussion and Section 5: concludes 

the paper. 

2. Related Work 

Most of the earlier work on lost packet recovery focuses on repairing packet losses 

before the scheduled display time of those video frames that are contained in the lost packets 

(e.g., [1, 2, 3, 4, 5, 6, 7, 8]). However, these approaches are ineffective for interactive video 

because data losses occur inevitably in packet-switched communication, detecting and 

repairing losses incur latency. To handle this latency, existing techniques introduce additional 

delays in frame display time. However, delaying frame play out time impairs greatly the 

interaction of video communication. Many researchers [9, 10, 11, 12] have proposed using 

retransmission of lost packets by delaying frame playout time to allow the arrival of 

retransmitted packets before the display time of their video frames. Any packets that are 

received after their display time will be discarded. In these schemes, the display time of a 

frame is delayed by at least three one-way trip times after its initial transmission (two for 

frame transmission and one for a retransmission request). This latency can significantly 

impair the interactivity of any video applications on the current Internet. Forward error 

correction is also commonly proposed for error recovery of continuous media transmission 

[13, 14, 15, 16, 17]. However, conventional FEC schemes do not work well for interactive 

video. Therefore, unless the playout time of a frame is delayed, both the original packets and 

their parity packets must be transmitted within the same frame interval, rendering the schemes 

very susceptible to burst loss. Moreover, since FEC is applied to a block of packets, before 

FEC packets are computed and transmitted, large delay must transpire. 

 

In earlier work [18, 19], an entirely complementary approach proposed to the above-

mentioned approaches by focusing on eliminating error propagation when distortion of 

display images happens. The point of departure from existing approaches was that packets do 

not have to arrive in time for them to be “useful” for display of that video frame. Of course, if 

packets can arrive before the display time of their frames, that is optimal. However, due to 

packet losses and high latency, repair packets inevitably arrive “late”, causing distortion in 

displaying images, which starts to propagate to following frames. These late repair packets 

can be used to stop error propagation. In motion-compensated codecs, the correct display of a 

frame depends on the successful reception of all of its reference frames. If we buffer 

displayed frames and use late packets to restore errors in the buffered frames, error 

propagation can be stopped. This is because the buffered frames will be used as reference 

frames for later frames. This approach named Recovery from Error Spread using Continuous 

Updates (RESCU). RESCU has been shown effective for interactive video transmission when 

retransmission is used to recover lost packets and round trip delays are small [18, 19]. 

Retransmission tends to prolong error propagation because of the delay involved in detecting 

and retransmitting lost packets. Moreover, in some networks such as wireless cable modems 

and direct satellites, feedback channels are highly contentious, and bandwidth-limited. Thus, 



Egyptian Computer Science Journal Vol. 38 No. 2  May 2014       ISSN-1110-2586 

 

 
 

 

 

-38- 

in these networks, frequent transmission of feedback to the sender is too expensive. In 

publications [18, 19], they presented how retransmission and layered coding can be used 

along with RESCU. Retransmission is the most commonly used error recovery technique in 

reliable transport. 
 

3. The proposed methods for lost packet recovery 

The RTP payload format for JPEG video stream explained in [20], [21] and [22]. 
According to using RTP for transmission, sometimes some packets were lost. A packet is lost 
if [23]: 
 

- A packet never arrived 
- A packet arrived, but, corrupted (IP and UDP checksum tests failed) 
- A packet arrived after its scheduled play out time. 

 
The receiver uses the 16-bit SEQ (sequence number) to detect the packet loss and to 

restore the packet sequence. The sequence number is incremented by one for each RTP data 
packet. RTP provides no guarantee of delivery, but the presence of SEQs makes it possible to 
detect missing packets. According to RFC 3550 [22], the initial value of SEQ should be 
random to make known-plain text attacks on encryption more difficult. The sequence number 
of the first RTP packet can be utilized for covert communication. 
One of the following methods can recover lost packets:  

- Forward Error Correction (FEC). 
- Interleaving. 
- Receiver-Based Repair. 

3.1 Forward Error Correction (FEC). 

Generally FEC is based on adding redundancy to transmit data this can be applied by 
Using Parity (FEC) packets. Figure 1 illustrates this method. 
 

 

 
 

 

 

 

 

 

 

 

 

 

Figure 1: Parity (FEC) packet. 

 
If any of packet gets lost, it can be recovered. For example, if d3 is lost, then  
d3=XOR(d1, d2, .. ……, dn-1,p1) , where n-1 is the number of data RTP packets. 
 

This method can be extended to several parity FEC packets, but the additional FEC 
packets increase the overhead, i.e. increase the required network bandwidth (small FEC block 
causes large overhead). Large FEC blocks cause delays at the receiver (the receiver needs to 
wait for all packets in the FEC block in order to be able to do the packet recovery). In this 
paper, one FEC RTP packet was used. 
 

d1 ………

…… 

Data RTP Packets 

FEC block                      P1=XOR(d1,d2, ….., dn-1) 

FEC RTP packet 

d2 d3 d4 dn-1 P1 
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3.2  Interleaving 

The FEC-based methods for data recovery increase the required bandwidth and latency. 
An alternative method, which does not increase the bandwidth, is interleaving. The video 
frame (one packet) length is 100 milliseconds. Figure 2 shows The JPEG Packets. 
 

 

 

 

Figure 2: The JPEG packets. 

 

The transmission stream is generated by rearranging the video units within RTP 
packets: Figure 3 illustrates a block of interleaved JPEG packets. 

 

 

 

 

 

Figure 3: Block of interleaved packets. 

 
The FEC-based methods for data recovery increase the required bandwidth and latency. 

An alternative method, which does not increase the bandwidth, is interleaving.  
 
Figure 4 shows Packets received by the receiver and Figure 5 shows reconstructed RTP 

payload after re-sequencing. 
 

 

 
 

 

Figure 4: JPEG packets received by the receiver. 

 

 

 

 

 

Figure 5: Reconstructed RTP payload after re-sequencing. 

 

Lost packet causes small (25 ms) gaps in the restored video stream. These gaps cannot 
be noticed. A loss of several packets will cause larger or more frequent gaps, which decreases 
the reception quality gracefully. 

 
This method does not increase the bandwidth, but increase delays, which are 

proportional to the length of interleaving blocks. This limits the use in interactive applications 
such as internet phone. This is good for streaming stored video. 

3.3 Receiver-Based Repair 

This method does not increase bandwidth requirements or delays. Based under the assumption that there 

is a small difference between two neighbouring packets that is especially true in the case of video. Figure 6 

illustrates this method. 
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Figure 6: Receiver-Based Repair method. 

 
Assume the lost frame (Lost Packet) has the order LP. Interpolation, in this work, is 

applied by calculating the average between the values of the pixels in the previous frame and 
the values of the pixels in the later frame so; each lost pixel in the lost frame can be calculated 
as described in (1) 

 
fLP (xi,yj)= (fLP-1(xi,yj)+ fLP+1(xi,yj)) / 2                         (1) 

 
Where, i, j are the index of the pixel in the frame, fLP (xi,yj) is the interpolated value, fLP-

1(xi,yj) is the value of the same pixel in the previous frame and fLP+1(xi,yj) is the value of the 
same pixel in the later frame. The maximum value for i, j is 256. Interpolation method cannot 
be used to recover the first or the last packet. 

4. Results and Discussion 

4.1 Database Description 

The Proposed methods were implemented using Java Netbeans IDE 7.4. They were 
tested on 50 different MJPEG video files, the duration of each video was 50 seconds and the 
frame rate was 10 frames/sec. The resolution of each video was 256*256. Each stego video 
stored on Server and was ready to be broadcasted according to the client's request. Ethereal 
program used to capture the video stream at the receiver side. 

4.2 Hidden Data 

The secret messages for embedding were text or image files. The text files used for 
embedding were Text1, Text2 and Text3. Text1 was (hidden data) the size of it was 12 bytes 
and Text2 is (data hiding is a very interesting field) the size of this text file was 37 bytes and 
Text3 was (data hiding is a very interesting field we can hide any data) the size of this text file 
was 58 bytes. The image files that were used for embedding were (Image1.jpg (1.26Kbyte) 
35*37, Image2.jpg (1.9 Kbyte) 45*45 and Image3.jpg (2.44Kbyte) 50*50). The hidden data 
will be embedded in both JPEG Payload + 2 initial bytes of the sequence number. The 
relation between packet dropping and the hidden data retrieval percentage (sample video1 
used) described in (2). 
 

The hidden data retrieval percentage = (number of hidden retrieved bits / total number of bits 
of the hidden message) *100 %                                                  (2) 
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4.3 Follow up the stream of video during broadcasting 

After preparing the stego video and locating it in the specified server, the port number 

should be set. Now the stego video is ready for any request from any client as shown in 

Figure 7 (a).  
 

 

 

(a)                                   (b) 

Figure 7: (a) Server waits for the client request, (b) Client can see the stego video if the play button was clicked. 

 

When the client asks for the stego video, the following entries must be entered: 

 The IP for the server or the server name  

 The stored stego video name  

 The same port number set on the server then press connect.  
     
      Now the video is ready for playing if the client presses the play button as shown in figure 

7 (b). 
 

After the client presses the Play button, he can see the stego video and can pause or 

teardown the session. Figure 8 (a) shows the server and Figure 8 (b) shows the client during 

playing the stego video. 
 

 

 

 

 

 

 

 

(a)      (b) 

Figure (8): (a) The server, (b) The client during the stego video playing 
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Where, Transmission rate= (cumulative size of the video stream / packet timestamp)   

KB/s, Burst rate = (payload length / time interval between consecutive packets) KB/s and the 

Number of lost packets (L) increases if the timestamp of the packet received is greater than 

expected. 

Ethereal program used to follow up the video stream. Figure 9 (a) shows The 

UDP/RTP captured packets during MJPEG video transmission. Figure 9 (b) shows the 

payload of one frame captured using the Ethereal program. By analysis this payload, the 

secret data can be retrieved.  

 

 

(a) (b) 

Figure 9: (a) The UDP/RTP captured packets, (b) The RTP payload 

 

In the proposed methods the initial value of the sequence number which has the length 

of 16 bits used to embed 16 bits of embedding data (suppose these 16 bits are 00001101 

10001101 which represented using hexadecimal as 0d 8d) this means setting the initial 

sequence number to be 3469 as shown in Figure 10. This value is incremented by one for 

each RTP data packet sent and used by the receiver to detect packet loss and to restore packet 

sequence. 
 

 

 

 

 

 

 

 

 

 

 

Figure 10: Hidden data embedded in the initial value of the sequence number. 

Hiding using the initial value of the sequence number did not cause an increasing in 

bandwidth or delaying in the receiving time, but the length of embedding is a limit (2 bytes). 
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4.4 Experimental Results  

The relation between the dropping packets and the hidden data (image3 used) retrieval 

percentage (sample video1 used) shown in Table 1.              
 

Table 1: The relation between the 

dropping packets and the hidden data 

(image3) retrieval percentage  

 

Table 2: The enhancement in table (2) 

after using Receiver-Based Repair 

(Interpolation). 

Packet dropped% 

Hidden data 

(Image3) Retrieval 

Percentage% 

 

Packet Dropped% 

 

Hidden Data 

Retrieval 

Percentage % 

5% 97 %  5% 98.6 % 

10% 94.5%  10% 96.4 % 

15% 86.8%  15% 88.6 % 

20% 83.7%  20% 85.3 % 

 

After applying the three proposed methods in this paper which used to recover the 

dropped packets the hidden data retrieval percentage% enhanced as shown in the Tables (2, 3, 

4). 

 

Table 3: The enhancement in table (2) 

after using (FEC). 
 

Table 4: The enhancement in table (2) 

after using Interleaving. 

Packet Dropped% 

 

Hidden Data 

Retrieval 

Percentage % 

 

Packet Dropped% 

 

Hidden Data 

Retrieval 

Percentage % 

5% 98 %  5% 99 % 

10% 95.6 %  10% 97 % 

15% 87.8 %  15% 89.2 % 

20% 84.5 %  20% 86.2 % 

 

 

Tables (2, 3, 4) show that the Interleaving gives the best results for Hidden Data 

Retrieval Percentage versus the dropped packets increasing. Figure 11 illustrates the 

comparison between using Receiver-Based Repair, FEC and Interleaving methods used for 

hidden image3 recovery. Table 5 (a) shows hidden recovered data (image3 and Text2) for 5% 

lost packets, Table 5 (b) shows the same hidden recovered data after using FEC method, 

Table 5 (c) shows the same hidden recovered data after using Interpolation method, Table 5 

(d) shows the same hidden recovered data after using Interleaving method. 
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Figure 11: comparison between using Receiver-Based Repair (Interpolation), (FEC) and Interleaving  

approaches used for hidden data recovery. 

 

Table 5: (a) Retrieved hidden data before using any supposed methods, (b) after using FEC, (c) after using 

Interpolation, (d) after using Interleaving. 

Hidden 

data 

Recovered hidden data for 5% lost packets 

Im
ag

e3
 

    

T
ex

t2
 

dota hidang is@a very 

interEsting fielp 
fata hidinF is akvery 

interestinG field 
data hiding us a very 

intyresting fiebd 
data heding is a very 

interesting#field 

 
(a) (b) (c) (d) 

 

5. Conclusion  

The paper proposed three methods for lost packet recovery for video broadcasting 

over the network. The protocols that are used for the transport layer were RTP/UDP. The used 

videos were M-JPEG stego videos (contain hidden data in RTP payload and in the initial 

value of the sequence number field). The hidden data may be grey level image or text. When 

the client requests the stored stego video, the video stream that was captured at the receiver 
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using the Ethereal program. The proposed methods evaluated by calculating the hidden data 

retrieval percentage. The results show that the hidden data retrieval percentage increases as 

the number of dropped packets decreases and the Interleaving method achieved the best 

results for retrieving the hidden data from the video stream. Retrieving the images was better 

than retrieving the texts because if any bit changed in the text he ASCII of it will change 

completely, the challenge of future work will focus on this point.   
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