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Abstract

Egypt public higher education and institutions (HEIs) have recognized the need to
reassess their functions of teaching, research, and community services. Successful
organizations are these providing value for their stakeholders. HEIs are indifference and their
management need to identify their stakeholders’ needs and to reposition their institutions
towards the fulfillment of these needs. On their quest to enhance their competencies,
Information Technology (IT) plays an important role of these institutions. Consequently,
governance of It (or ITG) becomes a necessity. From the view point of, this paper aims to
identify Egypt public HEIs stakeholders and their needs as the first and necessary step
towards the successful implementation of ITG in Egypt public HEIs.

Keywords: Egypt, public universities, research centers, information technology governance,
COBIT.

1. Introduction

Higher Education Institutions (HEIS) have been under pressure to carefully reassess
their role in the society and to evaluate their relationships with their various constituents and
stakeholders [1]. HEIs are faced with new challenges with respect to their key functions;
education, research and innovation, and community service [2].

The situation in Egypt was indifference and, rather, much harder. For the past twenty
years, Egypt public HEI witnessed an unprecedented challenges that have been significantly
reflected on its operational effectiveness and efficiency. On one hand, and being totally
dependent on governmental financial allocation, these institutions have suffered continual
financial shortage that, in turn, lowered the availability and quality of its soft and hard
resources. On the other hand, there have been many changes in their surrounding environment
either locally or internationally. Such challenges, coupled with the fact of the highly
competitive market demands, made no way for these institutions other than developing skills
and competencies that were not previously required, specifically in terms of resource
governance and management.

Egypt public universities, in particular, and Higher education institutions in general

have recognized the need to reassess their functions of teaching and research. Recognizing
such situation, Egypt has stated national goal for education in the 21st century as “to establish
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a quality education system that provides learning experience relevant to current and future
needs for Egyptian continued economic & social development [3].” To achieve this goal,
several reform initiatives took place in the Egyptian educational system from primary to
higher education. One of which is the “Higher Education Enhancement Project” (HEEP [4])
which started in the year 2002 and was financially supported by a loan from the World Bank.

One of HEEP major projects was the Information & Communication Technology
Project (ICTP) which represented 21% of HEEP budget to be the cornerstone that is applied
across the board to support ICT within the higher education. In turn, ICTP has several sub-
projects. In Said [5], the basis for reform of the Higher Education system in Egypt was
established as “how the Higher Education Reform Strategy was ratified on a sector-wide basis
after the successful implementation of the Engineering and Technical Education project.”
Two of the guiding principles of his reform were: (1) self-governing institutions; and (2)
improve performance of the higher education and research institutions using ICT. Again,
ICTP came as one of the six priority reform projects reflecting the important role ICT play in
enhancing Higher Education in Egypt.

Generally, the increasing role of IT has shifted administrative personnel to focus how IT
can be exploited in the manner that maximizes the benefit of their organizations’ stakeholders
[6]. Accordingly, IT governance (ITG) became a necessity to establish the business value of
IT and, thus, justifying investing on IT as means of supporting business objectives [7] [8].
The situation in universities and research institutions was indifference and the implementation
of ITG gained much attention given major role IT offers to both education and research
processes [8][9][10]. In Egypt, studies showed public HEIs have fairly low level of
governance achievement on most IT processes with slight exceptions of processes that are
governed by regular laws [11][12].

So, as the HEI mission is being expanded noticeably to stretch beyond teaching and
research to include community benefit [13], and to survive in a competitively environment,
HEI management need to reposition towards the identification of the needs of their
stakeholders through effective identification of their future strategies [14]. With a focus on IT
and, thus, from the vantage point of ITG, this paper aims to identify these stakeholders and
their needs as the first and necessary step towards the successful implementation of ITG in
Egypt public HE institutions.

Following the introduction, the reminder of this paper is organized as follows. Section 2
provides a brief background on stakeholder analysis in the context of public HEIs while
section 3 provides a brief on the context — Egypt HEIs. Research methodology is presented in
section 4 followed by results — stakeholders identification — in section 5. Linkage to ITG and
Egypt Public HEI in given in section 6 and, finally, discussions and conclusions in section 7.

2. Stakeholder Analysis for Public HEIs

Throughout the world, an emphasis on how HEIs can re-take it its role in contributing to
the welfare of the society is being given. Within such an understanding, public higher
education institutions need to engage in profitable relationships with various stakeholders and,
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thus, re-thinking and re-aligning their vision, governance, management, and operational
mechanisms to achieve such goal.

Generally, a stakeholder is any individual - or group of individuals - either impacted
upon by or able to impact on the achievement of an organization’s objectives [15]. Identifying
these stakeholders and understanding their potential impact on or by the organization become
a necessity for the top management to take into consideration when analyzing the expected
outputs and outcomes of various activities within the organization. Such understanding is
extended to include public and non-profit organizations [16].

For HEI, [13] stressed the increasing needs for these institutions to maintain a coherent
relationships with its community of stakeholders that of greater depth than only simple
maintenance of contacts. Stakeholders” demands will affect the governance and management
practices of HEI and will push them to reconsider their operations/business model [17].
Within this framework, Egypt public HEI still have much to be done to ensure coherent
interaction with their communities and to correctly identify the stakeholders involved with the
institutions.

Organizations do not exist in an empty space, organizations exist in society to provide
goods/services needed by customer. In other words, organizations create value for their
stakeholders. Consequently, an organization needs to satisfy its customers’ needs, through
efficient use of available resources, and with optimal risk exposure. COBIT 5 was built upon
such view of value creation and governance taking into consideration the variability
associated with various stakeholders’ view of expected benefits. resource usage and risk
exposure [18]. COBIT 5 (The Control Objectives for Information and related Technology)
provides “a comprehensive framework of globally accepted practices that helps enterprise
leaders create optimal value from information and technology by maintaining balance
amongst realizing benefits and optimizing risk levels and resource use” by providing needed
structure and tools to deliver trust and value, manage risk, avoid potential public
embarrassment and maximize opportunities [19].

As organizations operate in different contexts that is characterized by two sets of factors
(external and internal), a universal (generic) governance system will not exist, but rather a
customized one. COBIT 5 adopts a goal cascading approach in which stakeholders’ needs are
translated into specific organizational goals that, in turn, translated into specific IT-related
goals that, again, translated into enabler goals. This approach will guarantee that are
functional areas across the organization are working together towards achieving the
stakeholders’ needs and will help ensuring that IT is aligned with — and support — the
organization business [18].

To provide a sort of guidelines, COBIT 5 provided a list of organization stakeholders
and their potential concerns on the governance and management of enterprise IT. These
guidelines will form the base upon which this paper will identify stakeholders in Egypt public
HEIs and their IT-related concerns/needs.
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3. Context : Egypt Public Higher Education and Research System

In general, there are two parallel education systems prevailing in Egypt: the secular
system and the religious, or Al-Azhar system. The secular system is organized into three
levels; basic education, secondary schools, and higher education. The higher education sector
in Egypt is comprised of universities and institutions of technical and professional training.
Higher education in Egypt can, further, be categorized into the public higher education sector,
comprised of public universities and non-university institutions, which is dominant and large,
and the private higher education sector mainly comprised of a small number of private
universities. Although the American University in Cairo (AUC) has existed since the year
1919 as a private university, Egypt only legalized Egyptian private universities in 1992.

So, currently, this system for the year 2012/2013 is made up of 22 public universities, 1
non-secular public university, as well 58 public non-university institutions [57 of them are
two-year technical institutes; however only 1 is three-years technical institutes], 18 private
universities, 3 academies, 127 private higher institutes, 5 diversified specialty institutes
(private), and 10 private middle institutes. Those who are four or five-years institutes are both
private higher institutes and diversified specialty institutes [20]. Depending on the field, a
bachelor's degree is obtained in between three and seven years of study, for example 4 years
for a bachelor in commerce and 7 years for a basic medical degree.

In the early 70’s, Egypt established the Academy for Scientific Research and
Technology (ASRT) as the governmental body responsible for guiding Egypt scientific
research — that was for a great extent funded by the government back then. The role of ASRT
evolved with time to act as Egypt public house of expertise. Although ASRT supervises most
of Egypt largest research institutions, several ministries proceeded to establish their own
research institutions in a way that a ministry would have a research institution that focuses
only on research topics related to the work of this ministry. Accordingly, in addition to public
universities — that carries out research, and research institutions following ASRT directly, 13
ministries have their own research institutions (usually referred to as research centers).

The focus of this paper is on public universities (that carry out education, research, and
society services) and research institutions (that carry out research and society service but not
academic degree granter).

4. Methodology

In organizations, the process of identification of an organization’ stakeholders is an
activity to be carried out by top management [16] [21]. Several techniques (as outlined by
[16]) exist that help organization in this quest. In HEI literature, as will be presented in the
following section, many research articles have carried out empirical fieldwork to identify the
stakeholders for a particular HEI. This was done mainly through interviewing senior and other
managerial levels of that HEI.

Previous research work aimed to identify stakeholders and their influence by/on an

institution in general. This research will go much deeper by examining HEI stakeholders from
a specific view; ITG. This research will follow four steps: (1) from the literature, HEI
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stakeholders will be identified; (2) Pareto analysis will be used to focus on a subset of most
important stakeholders and this subset will be checked against Egypt public HEIs; (3) using
COBIT 5, wants and needs of these stakeholders will be identified; and finally (4) these
wants/needs will be mapped to Egypt HEIS.

5. Results : Stakeholders Identification

Identifying the stakeholders involved in HEIs is an essential step towards establishing
competitive advantages for these institutions through recognizing their needs and setting up
the means to meet these needs [22]. This identification, however, is not an easy task given the
specific nature of these institutions.

The body of knowledge shows a noticeable number of research articles that tried to
identify - for various HEIs — their stakeholders, their expectations/needs, their impact on the
institutions, etc. Table 1 provides 31 papers that tried to do so. Collectively, throughout the
papers, 20 stakeholders were identified, out of which 15 external and 5 internal. To help
determining the most important stakeholders, Pareto diagram illustrated by Figure 1 is used.
The number of times (frequency) a stakeholder was identified by a research paper will be used
as a proxy of how the importance of a specific stakeholder was perceived.

Several conclusions can be drawn out of this analysis. Of course, being the main
customer of most of HEIs, students were the most identified stakeholder (with 71% of the
reviewed papers and 11.2% of total identifications). Local community came the second most
identified stakeholder (with 61% of the reviewed papers and 9.7% of total identifications).
Results also show that focus on administrative staff and employees and their role was slightly
higher than that of the teaching staff. Identifying competitors as a stakeholder came relatively
late in the list (in 13 out of the 31 papers). However, a quick look at Table 1 reveals that 6 of
these papers were cited in the years 2007 and after indicating the change of perception of how
these institutions should work and seen; as a business (although non-profit) rather than being
isolated from their surroundings. This is also aligned with the increased focus on business
community as a stakeholder (starting late 2000). Finally, the low focus on Technical staff
(identified in only 1 paper) can be reasoned to the hidden nature of their role compared to
obvious functions such as teaching. Nowadays, however, we think that such role and
importance have changed given the increasing dependency of technology in general and ICT
in particular.
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Figure 1. Pareto Diagram

As a guidance and according to Pareto rule, we shall select those stakeholders that
%cumulative add up to 80%. Here, we will select the first 11 stakeholders with 83.7
%cumulative. to better fit with the ITG perspective, however, a small shift will be introduced
by eliminating “local community” and introducing “technical staff” from the end of the list. It
is totally understood the weak focus “technical staff” had in the literature can be reasoned the
traditional education view. But given the increasing use and importance of IT, the authors see
that such stakeholder should be in focus.

6. Linkage to ITG and Egypt Public HEIs

Within the ongoing transformation process of Egypt public HEIs, ICT was thought as
the cornerstone of enhancing their functions. This section will provide the first step towards a
successful implementation of ITG in these institutions by viewing their stakeholders from an
ITG perspective. After extracting HEIs stakeholders form the literature and identifying the
most important ones, this section will move further by: (1) mapping those stakeholders to
stakeholders as defined by COBIT and, then, (2) mapping then once more to Egypt HEIs
administrative structures. Table 2 reports on this two-stage mapping.

In Table 2, stakeholders broadly defined by COBIT are listed in the first column and
following the same classification from the literature review, they are divided into internal and
external stakeholders. It should be noted here that this listing follows a business (profit
organization) view. The second column maps the 11 stakeholders identified from the literature
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to those of COBIT providing a generic link between ITG and HEIs in general. Finally, with
more focus on Egypt, the third and fourth columns map those stakeholders to the
administrative structure of Egypt public universities and research institutions, respectively.

The first remark that worth mentioning here is the positioning of‘students’ as a
stakeholder. From a market-oriented view, students are the organization (university)
customers and, thus, they are external stakeholders. However, from an academic-oriented
view, students are a key part of the university — although temporarily for the limited period of
their studies — and, thus, they can be viewed as an internal stakeholder. Moreover, the
mapping as illustrated by the Table reveals several important points.

There are two positions that need to be introduced — and/or — activated in Egypt public
HEIs; these are, Chief information officer (CIO) and Chief risk officer (CRO). Both positions
are on the executive level. The first, CIO, will provide vision and leadership for the
development and deployment of IT-related initiatives aligned to intuition strategic functions
and objectives. The latter, CRO, will lead efforts needed for the continual identification,
analysis, and mitigation of all potential internal and external risks that can threaten the HEI.
Both functions either do not exists or not well developed in Egypt public HEIs and both are
of high importance. Given the increasing complexity of HEIs processes, variety of
departments (academic and administrative) with shared limited resources, effective
management of various business processes (related to education, research, etc.) is needed to
enhance HEI functionality and to put more focus on stakeholders’ needs. More developed
administrative structures are need for managing IT across the university/research institution.
positions such as chief architect and IT security manager need to be introduced.

Internal stakeholders share a set of concerns with respect to the role IT plays and
consequently, ITG. these can be summarized as: (1) Value generation from IT (attaining
institutional objective, quality of services, etc.) - e.g. that supports students and their parents’
concerns for quality education, valued degrees, and an appropriate academic environment; (2)
Management of IT (related department structures, managing IT outsourcing arrangements,
etc.) that forms the base for a well-managed university, and provides academic (teaching and
research staff) with improvement opportunities, smooth functioning , financial management,
and good Governance; (3) Assurance over IT (security, IT-related risk, information
management, etc.); (4) IT Human Resources management (IT personnel availability,
qualifications, performance, etc. that supports, for example, employees need for
achievements, benefits, recognition, and successful career development; (5) IT resources
(control for the effectiveness and efficiency of expenditure and optimized running costs,
success IT projects); (6) IT operations (efficiency and performance to ensure alignment with
business objectives and sustainability, availability, reliability, etc.); (7) IT supporting
compliance to regulations; (8) IT decisions making (process, transparency, efficiency, etc.);
and (9) IT for supporting business (adequacy of IT infrastructure and environment to meet
strategic and operational needs, business processes that are highly dependent on IT, etc.).

On the other hand, external stakeholders share a different set of concerns, these are: (1)
Security and reliability of business operation; (2) Compliance with applicable regulations; (3)
Effectiveness on the internal control system; and (4) Effectiveness and efficiency of
information management. These concerns evolve around how IT will support smooth
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functioning , financial management and good Governance for service providers. For
government, how IT will enhance the quality of functions (education, research, etc.) and a

successful prosperous institution.

Internal

Table 2. Mapping of stakeholders

Mapped to .
Stakeholders as broadly stakeholders Mapped to Egypt Public
defined by COBIT |den'glf|ed by Universities (HE) Research Initiations (RI)

the literature
Board and Executive Management | In general, the management positions (stakeholders)
Management will exists but under different titles.
* Board With expectation of university CIO, the no other direct
* Chief executive officer IT-related position exists on the executive level.
(CEO) CFO function is carried out by “general secretary” on
« Chief financial officer both university and faculty level and the same in Rls.
(CFO) * Board * Board
* Chief information « University president and | « Center president and
officer (C10) vice-presidents vice-presidents
* Chief risk officer « Faculty dean and vice- « institute/central lab
(CRO) dean director and vice-director
« University CIO

Business management
and business process
owners

* Business executives
* Business process
owners

* Business managers

Another major difference here. there exist two parallel
structures; academic (teaching/research) structure
representing the major institutional functions, and
administrative structure representing the supporting

functions.

« Academic departments
heads

* administrative units’
heads

« Academic units heads
» administrative units’
heads

IT management and IT
process owners, e.g.,

* Head of operations

* Chief architect

« IT security manager
« Business continuity
management specialist
« IT managers

Technical staff

These specific titles do not exist.

Head of IT department on
the faculty level.

Head of IT department on
the institution/lab level.

Compliance, risk
management
and legal experts

These specific titles do not exist.

Legal department head on
both university and
faculty level.

Legal department head on
both center and
institution/lab level.

Internal audit

Internal audit department
on the university level.

Internal audit department
on the center level.

Employees * Teaching « Faculty members and » Research staff and their
staff their assistants assistants
« Employees « Employees and « Employees and
and administrative staff administrative staff

administrative
staff

Human resource (HR)
manager

* HR committee on the
university level

* HR department on the
faculty level

* HR committee on the
center level

* HR department on the
institution/lab level
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Mapped to .
Stakeholders as broadly stakeholders Mapped to Egypt Public
defined by COBIT |den§|fled by Universities (HE) Research Initiations (RI)
the literature
IT service providers Service
providers
Regulators/government Government * Supreme Council for « Corresponding ministry
Universities * Academy of Science and
* Ministry of Higher Technology
Education * Research support bodies
* Research support bodies
Customers * Students * Students * Corresponding ministry
* Student « Student parents
parents
_ | External auditors
£ | Business partners Business » co-financiers of research | « co-financiers of research
ﬁ community and teaching services
Suppliers * Secondary school, other | ¢ Universities
universities and institutes, | ¢ Other institutes
service suppliers, utilities.
External users * Society in general » Society in general
Standardization Regulatory * Accreditation bodies
organizations agents * Professional
associations
Competitors * Private and public * Private research centers
providers of post-
secondary education

7. Reflections on current HEI structures in Egypt: A case study

This discusses a proposal on how ITG can be streamlined into HEI organization
structure in Egypt. The case of Cairo University will be the focus here. Cairo University
contains 20 faculties - that offer both undergraduate and graduate studies, 5 research institutes
— that award postgraduate degrees, 153 centers- that offers services to the community in the
form of training, consultation, etc., and 8 public hospitals. The overall organization structure
of Cairo University, as shown in Figure 2, assumes a matrix structure in which various
functions within the university are being carried out on two levels; university and
faculty/institute level. These functions are divided among four sectors; teaching and students
affairs (undergraduate), graduate studies and research, community service, and administration.
Each of the first three sectors is being led by a vice president (a faculty member) while the
administration sector is headed by a general secretary. The three sectors also exist on
faculty/institution level.

With respect to IT, the position of CIO is there but without well-defined rigor duties,
responsibilities, or authorities. In a step towards better use of IT assets, the university has
established the Cairo University center for Electronic and Knowledge Services that, in turn,
divided into six centers each headed by a manager (a faculty member). These are:
communication and information network, management information systems, e-learning,
digital library, IT training, and web portals. Still, however, links to the lower level
(faculty/institution) are not established in the proper manner. IT-related functions on the

-79-



Egyptian Computer Science Journal VVol. 39 No. 1 January 2015 ISSN-1110-2586

faculty level is being carried out through a genera ‘labs’ department. So, the degree of
professionalism and experience will differ from one faculty/institute to the other.

Given the decentralized nature of the structure, and from a planning perspective, each
faculty/institute assumes a relatively high degree of autonomy that results in the existence of a
variety of IT infrastructure and information systems with different configurations. Few years
ago, several projects took place to enhance the overall IT infrastructure in the university. And,
recently, several attempts were taken by the ClO supported by the university top management
towards establishing a centralized IT planning and services’ management.

The proposed new positioning of IT-related management and governance structures
includes the introduction of nine positions/units/functions as shown in Figure 3. These are: (1)
Chief Information Officer (CIO) - responsible for carrying out the ITG strategy that been
developed by the steering committee; (2) IT Steering (executive) Committee (ITSC) - a two
layers-functional team contain IT and business members with the responsibility for defining
the enterprise strategy toward adapting an ITG framework with its structure that define the
roles of other players, their duties and the suitable communication system between them; (3)
Program Management Office (PMO) - will have the authority to follow the execution of
different phases of ITG embedding in the enterprise with the required documentation,
evaluation and assessment processes; (4) IT Architecture and Design Officer (ITADO) -
responsible for setting the infrastructure for the adapted ITG framework; (5) IT Operations
Officer (ITOO) - ensure carrying out and executing all related to executing ITG operational
activities within allocated resources and timeline; (6) Information Security Officer (1SO) -
not just securing information but also managing it is a must, taking into consideration of
issues related to leadership, organizational structures and processes related to information
assets securing; (7) IT Compliance Officer (ITCO) - make sure that IT compliance is
performed within the defined IT policies in the organization; supervise and implement the
required IT governance and security policies; (8) Central IT Unit; and (9) IT Unit.

Technical staff responsible for the operations of IT infrastructure and systems will be
responsible for centrally-managed systems and services (through the central IT unit) and for
the locally-managed systems and services on the faculty/institute level (through the It unit to
be established in each faculty/institute). The advantage of this design is of two-fold. On one
hand it consolidates and coordinates university-wide IT-related activity through a central unit
to guarantee: (a) the homogeneity and integration of all IT assets, (b) the effective
management of IT systems and related services, and (c) optimization of resources. And, on
the other hand, it has centrally located staff in each faculty/institute to guarantee: (a) effective
communication with the university, and (b) fast response to local demand and problem
solving.
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8. Discussions and Conclusions

Organizations exist to create value for their stakeholders through efficient use of
available resources, and with optimal risk exposure. Faced with many challenges in their
surrounding and highly competitive market demands, public higher education and research
institutions (HEISs) in Egypt have recognized the emerging need to reassess their function and
to enhance their competencies.

With the increasing role of Information Technology (IT) that has shifted the focus to
how such tools can be exploited in the manner that maximizes the benefit of HEIs
stakeholders, IT governance (ITG) became a necessity to establish the value of IT as means of
supporting institutional objectives.

This paper aimed to set the first step towards the successful implementation of ITG in
Egypt public HIEs by identifying the stakeholders of these institutions and their needs from
an ITG perspective. To do so, HEI stakeholders were extracted from the literature and a
subset of the most important ones was determined using Pareto analysis. This set was, then
mapped to ITG stakeholders — based on COBIT 5, The Control Objectives for Information
and related Technology — and, once more, mapped to Egypt public universities and research
institutions.

The paper was able to reach a group of 11 stakeholders classified into internal and
external stakeholders. Their needs from IT was discussed in view of COBIT 5. The analysis
revealed the followings: (1) the importance of stakeholders analysis for HEIs specially with
the changing role of these institutions and the increasing involvement of IT; (2) for a
successful ITG implementation in Egypt public HEIs, several administrative positions and
structures need to be introduced; (3) the existence of a considerable number of stakeholders
variety of needs necessitates the establishment of a mechanisms for managing this issue; and
(4) effective analysis and management of stakeholders will be reflected on how ITG
implementation should take place (will set priorities).

Finally, as this research was based on published literature, two future research points are
proposed: (1) further validation and refinement of the findings with subject matter experts,
and (2) investigating the how the role of the Information Technology Governance in Egypt
Public Universities and Research Institutions is perceived by various stakeholders.
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