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Abstract: Blockchain technology usage in healthcare has a great perennial to solve many of the challenges 

healthcare domain has. Due to the growth of data in Health information technology (HIT) and the need to make the 

data available via a secure manner, blockchain technology can be used to meet these requirements. Starting from 

data management and the accuracy of the health records, the blockchain technology can play a pivotal role in 

various areas such as drug prescriptions, pregnancy, supply chain management, electronic health record 

management, and any risk data management as well as to support better access control, data sharing and managing 

of an audit trail of medical activities. Blockchain technology can improve medical data availability, data security, 

data sharing, traceability, and record immutability.  The objective of this paper is to propose solution that shows how 

to leverage blockchain technology to address these challenges in the health care domain and the patient medical 

records particularly. In this paper we have proposed a blockchain solution for the patient medical records in the 

cloud. We have implemented a secured cloud-based framework for patient records using blockchain Hyperledger 

network based on Amazon Web Services (AWS). Our solution using AWSis secure, scalable,efficient, and cost 

effective. The network is built in a Virtual Private Cloud (Amazon VPC) to prevent access it outside of the VPC and 

having the resources needed only while it used to reduce the cost and make it cost effective. 
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1. Introduction 

 
Health information technology (HIT) systems play a substantial role in everybody’s life. Medical data, in the 

form of electronic medical record, is the main asset for those systems [1]. Due to the massive volume of the 

collected medical data, the high sensitivity of the collected data in addition to the need to enable data sharing of the 

patients record between the multiple systems used by the healthcare facilities, there are numerous challenges with 

the current (HIT) systems. Hence, storing this data in a traditional database is challenging. 

Given security and accessibility challenges in the current HIT systems, there is a need to foster a new solution 

to healthcare data management. The new healthcare data management system should be able to fulfill several 

objectives, including (a) medical records data must be protected against unauthorized use; (b) create trust among 

healthcare stockholders through data sharing that’s patient-centric and transparent; (c) a distributed solution to 

overcome the limitation of centralized systems; (d) finally, the system should provide a mechanism for data 

authenticity in order to verify the integrity of medical records data [2]. 

The blockchain is an innovative, distributed, and immutable ledger technology which becoming a vital element 

in the revolution of the health information technology systems. Blockchain is a decentralized management solution 

for data transaction. The Bitcoin cryptocurrency was the first implementation of blockchain technology in 2008[3]. 

The blockchain technology has its challenges around security, privacy, and scalability. However, it has a great 

potential to solve various problems in a distributed environment, blockchain technology is applicable not only in the 

financial transaction systems, but it is transforming our society, as the digital footprint we leave behind through our 

use of cars, smartphones, healthcare, vote, and even personal identification increases in breadth and depth. 
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The natural properties of the blockchain technology can be used to realize the objectives mentioned previously: 

(a) permissioned blockchain networks enable granular access control for medical records can be achieved through, 

supporting granular‐level access mechanisms such as channels; (b) blockchain‐supported smart contracts enables 

patient-centric and transparent data sharing and control; (c) the blockchain distributed consensus mechanism 

overcomes the limitation of centralization; (d) and, a blockchain is immutable preserving the integrity of data; thus 

the integrity of the data saved on a blockchain is verifiable and provable. 

Blockchain technology could improve information security, data decentralization, search & data dissemination, 

and data integrity in the healthcare industry. However, the first evolution of blockchain technology was designed 

mainly for cryptocurrency transactions with no focus to be extended or even applied to other industries such as the 

health care industry. Currently, there is an emerging effort to use general-purpose blockchain technology to develop 

healthcare systems. The biggest challenge is being phased is there is no consensus on which blockchain framework 

is most suitable for developing healthcare applications.  

In this paper, we present an electronic patient medical records system that uses Amazon blockchain technology 

that provides more efficient, secure, and reliable storage and ensure easy accessibility and availability of medical 

records. We have chosen Hyperledger Fabric framework in this implementation [4].  

The reset of our paper is organized as follows: Section 2 provides a brief introduction of blockchain technology, 

discuss the key characteristics blockchain, different types “permissioned and permissionless” and the different 

blockchain frameworks “Ethereum” [5] and “Hyperledger Fabric”. Section 3 highlights the related work. In section 

4, highlights the framework selection and discuss the implementation of the system. In section 5, we have 

highlighted the system functionality. Finally, we provide the summary of this paper and discuss the future work in 

section. 

 

 

2. Background 

 
Blockchain technology is a distributed ledger that shares data between a network of peers [6]. Bitcoin 

cryptocurrency was the first implementation of blockchain technology in 2008. The main advantage of blockchain 

technology is lower cost, faster, and more efficient and secured data sharing through the ability to connect 

distributed network nodes directly without dependency on any trusted third party.  

 
2.1. Types of blockchain 

 
Blockchains can be of three different types: public, consortium and private [7]. Public blockchains can be 

accessed and viewed by any user who can join and contribute to the consensus protocol [8].  Cryptocurrencies is the 

major application field for this type of blockchain. Bitcoin and Ethereum are examples of public/ permission-less 

chains. Consortium blockchains is a partially centralized, where only selected group of users have permissions to 

view and contribute to the consensus protocol. Private blockchain is distributed in a decentralized manner through 

the network. One center authority manages the selected nodes that participate in the network [7]. Due to the 

diversity of the applications and domains that can leverage the blockchain technology, there is no consensus of 

which distributing qualities and consensus mechanisms are required to label a technology as “blockchain”. In table 1 

below a comparison of the three different types of block chains is shown. 

 

Table 1 Type of blockchains overview [7] 

Property Public blockchain Consortium blockchain Private blockchain 

Consensus determination All miners Selected set of nodes  One organization 

Read permission Public Public or restricted Public or restricted 

Immutability Nearly impossible Could be tampered Could be tampered 

Efficiency Low High High 

Centralized No Partial Yes 

Consensus process Permissionless Permissioned Permissioned 
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There are multiple blockchain frameworks and platforms that can be used or combined together to deliver 

decentralized systems. The most popular ones are Ethereum [5] and Hyperledger [4] which can be used to develop 

new systems or create new protocols. 

 
 

2.2. Current Challenges in Healthcare 

 
There are multiple challenges in the current health information technology systems. Today, the current 

medical facilities rely on the medical records of the patients. Those records include current and historical data, 

which are growing massively. The size of the medical records is becoming massive either because the evaluation of 

the medical devices that can collect data outside of the medical facility such as wearable devices or the quality of the 

collected medical images. This massive amount of collected medical records requires a secured and sharable central 

database in order to seamlessly make it accessible between the interested parties.  

In 2016 NaimYaraghi [9] published an article on Brookings Institute that has shown the reasons why the 

medical records are highly vulnerable to security breaches: (a) The medical records contain personal information 

such as date of birth, social security number, address, e.g., that makes like a treasure for hackers; (b) medical records 

are shared by many parties such as the patient, medical facilities, doctors and hospitals; (c) data is long lived in order 

to access the history records. In addition to that Naim’s study has shown that data breaches have increased by 

1,500% between 2010 and 2016 as show below in figure 1. 

 

 
Figure 1: Data Breaches between 2010 and 2016 [9] 

 

Furthermore, patients concern about their medical records gets leaked since there is a potential risk of the 

medical devices are being hacked while these devices are in use to collect medical data required for a medical 

analysis [1]. 

Medical image sharing is another area in the healthcare domain that can take advantage of blockchain 

technology [10]. Transforming and sharing medical images from physical copies to digital imaging has a significant 

impact in improving the security and availability of the medical images between providers. The classic way of 

sharing medical images is for the patients themselves to keep a physical copy on a disk and share it between 

providers. This solution has the risk of loss of, or damage to the physical copy. Currently, there is a solution called 

Image Share Network (ISN) that has been developed by Radiological Society of North America (RSNA) [10]. 

Not only the medical record structed data is increasing, the number and the size of the medical imaging is 

increasing as well. The medical images plays a critical role in different medical areas such as clinical diagnosis, 

pathology localization, a study of anatomic structures, and therapeutic strategy[11]. These images require to be 
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transmitted in a secure manner. There are multiple types of attacks that can impact the images while they are 

transmitted [12]. 

Another challenge in legacy healthcare system, is the incompatibility between the different healthcare 

facility. It’s considered a cumbersome to integrate between the internal healthcare systems and external facilities. 

It’s called multi-organizational data exchange problem that requires an easy way to share patients’ data between 

different organizational in an easy and secure way [8].  

In order to overcome the challenges listed above, the health care systems have new set of requirements to 

address the security and data sharing concerns: (a) granular level access; (b) distributed data management; (c) data 

immutability to guarantee data authenticity and integrity; (d) all transactions should patient centric. 

 

 

3. Current Application of Blockchain in Healthcare and Related Work  

 
Blockchain technology usage in healthcare has a great perennial to solve many of the challenge’s 

healthcare domain has. Due to the growth of data in HIT and the need to make the data available via a secure 

manner, blockchain technology can be used to meet these requirements. Starting from data management and the 

accuracy of the health records, the blockchain technology can play a pivotal role in various areas such as drug 

prescriptions, pregnancy, supply chain management, health record management, and any risk data management as 

well as to support better access control, data sharing and managing of an audit trail of medical activities [13]. 

Blockchain technology can improve medical data availability, data security, data sharing, traceability, and record 

immutability. Figure 2 shows different applications of blockchain usage in healthcare 

 

 

 
Figure 2: Applications of blockchain in healthcare [14] 

 

Starting from data collection to analysis and research, there are various applications than can benefit from 

blockchain technology. Electronic Health Record is the vital part and getting it right from the get-go is a key. The 

next section will cover this in detail and shows a use case of using a permissioned blockchain network to secure the 

collection and dissemination of that data.  

Having the medical records in a secured, decentralize and immutable store, enables further applications 

such as clinical research where collaboration and data sharing between multiple research entities a becomes 

available. Data immutability enables another area of application that can take advantage of blockchain network such 

as medical fraud detection. Blockchain network doesn’t allow data modification and provides immutability out of 

the box where there is no one can alter the transaction which enables transparency and security of each transaction. 

In addition to the previous application, there is a huge potential in applying it in several areas in the health care 

systems such as Neuroscience Research, pharmaceutical industry and Research and Medical Record & Image 

Sharing. The next two section will cover electronic health records and image sharing application in more details. 
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In the recent few years, many authors have explored the idea of using blockchain in the context of 

healthcare [6, 10]. Blockchain technology can help mitigate challenges of current electronic medical records 

solutions and can create value for treatment process and remote access of patients’ medical information and ensuring 

the protection of healthcare data privacy. We have conducted intensive research on blockchain technology and how 

this technology can be used in healthcare for electronic medical records management. Most of these researches have 

theoretical approach only a few have discussed the real implementation of blockchain based medical record systems.  

In 2019 Asma Khatoon [15] published an article about using blockchain-based smart contract system for 

health care management. In that article, Asma conducted a review of the blockchain technology usage in health care 

between 2016 and 2019 [16-40]. Asma implemented a smart contract-based healthcare management system using 

blockchain technologies that showed how to apply the decentralization priceable within the medical ecosystem. In 

additional to applying blockchain principles, other benefits are shown as well such as reduced the transaction costs, 

reduced the administrative burdens, and removed intermediaries. Daisuke et al. [18] worked on medical records 

using the Hyperledger fabric blockchain platform where they were sending medical data to the hyper ledger 

blockchain network. They have collected those medical records using smartphones. The objective of their work is 

making sure that healthcare data is registered to the Blockchain.Rouhani et al. [18] introduced an approach to 

address limitations of permission and permissionless blockchain. They have used Hyperledger platform for patient-

controlled healthcare data management. Zhang et al. [31] discussed about blockchain, smart contracts and how 

blockchain based smart contracts has the potential to address different healthcare issues. In their work they adopted 

blockchain technology for different healthcare use cases. They highlighted the different challenges in the 

implementation of blockchain technology. They have elaborated that developing blockchain based systems that can 

address healthcare issues in more efficient ways. 

Our proposed implementation is anative cloud-based solution enables us to securely store large scale of 

patients’ medical records. Hyperledger framework is a secured blockchain implementations which provides 

complete data isolation between a set of participation.  Amazon Managed Blockchain eliminates the overhead 

required to create the network or join a public network, and automatically scales to meet the demands of thousands 

of applications running millions of transactions. To fully guarantee the security our implementation, our service is 

running in Amazon Virtual Private Cloud (Amazon VPC). No services outside the VPC can access our resources. 

 

 

4. Framework Implementation 

 
4.1. Framework Selection and Architecture 

Our first step in the implementation was to decide which blockchain framework to use, permissioned or 

permissionless. Most of the previous related work that we shared earlier have usedpermissionless network and smart 

contract. Due to the sensitivity of the personal medical record, we have chosen Hyperledger framework to guarantee 

that only permissioned member can access our blockchain network.  

• Permissionless blockchain allows anyone to join the network anonymously without permission, as it allows 

all members to read the data.Toavoid that behavior, we have decided to use Hyperledger framework over 

Ethereum because it is a permissioned blockchain platform which identities only permissioned nodes to 

access the data.  

• The patient medical records have sensitive fields such as: date of birth, national id, diagnoses, etc. This data 

can be accessible to other members in the network if it’s permissionless and will require custom 

implementation to protect it. This data requires additional level of protection to prevent unauthorize access 

to it. Instead of building a customer solution, Hyperledger permissioned blockchain satisfies this 

requirement in addition to all other blockchain features. Only authorized network members will have access 

to the stored data based on their roles.  

• In addition to the security and data protection concerns, cost is another factor because Ethereum framework 

uses proof-of-work (PoW) algorithm. PoWis expensive and requires large number of resources for mining 

in addition to transaction fees. With expected large amount of transaction, the solution will be very 

expensive and will limit its usage. In the other hand, Hyperledger framework uses consensus algorithms 

that are less expensive computationally. 
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• AWS provides scalability and pay as you go concept. We pay only for the resources we use when it’s 

needed to be used.We have chosen the following services: (a) 

Amazon Managed Blockchain to persist our patient’s medical record; (b)Amazon Virtual Private Cloud to 

run our solution in a private network to protect the network from unauthorized access; (c) Amazon Elastic 

Compute cloud to deploy the chaincode and client code; (d)AWS Secrets Manager to securely protect the 

network keys. 

 

 

 
4.2. System Architecture and Implementation based on our selection 

 
Our implementation is based on Amazon Managed Blockchain [42] with Hyperledger Fabric framework 

which provide highly efficient and secure storage for patients’ medical records.Figure 3 presents the architecture of 

our proposed framework. The network is not accessible outside of the VPC which adds additional layer of security. 

The current scope of this solution is to provide application programming interface (API) to Health Administrator to 

create, retrieve, update, and delete patient records in Hyperledger Fabric database. This is a vital steptowards 

building an entire system for different user types such as patients, healthcare providers or healthcare facilities. 

 

 
Figure 3: Our proposed Electronic Medical Records Cloud Architecture 

 

 

Using AWS command line interface, the blockchain network can be created in eight steps as show in figure 4: 

1. Create a network and specifying the framework type and in our implementation, we choose 

Hyperledger Fabric version 1.4; 

2. Create a member and small instance type to be more cost efficient during this initial implementation; 

3. Create a virtual private cloud endpoint for the network to guarantee that this network can’t be 

accessible outside of this VPC; 

4. Create a peer node to interact with other members’ peer nods on the blockchain to query and update, 

and store a local copy of the ledger; 

5. Create a client to be able to interact with the network and deploy the chain code; 

6. Enrolling an administrative user to the created member CA and the password for this user is stored in 

Amazon Secrets Manager; 

7. From the admin client instance, create a channel to allow the ledger be shared across the entire network 

if every member is operating on a common channel; 

8. In future work, new members can be invited to the network in order to allow different types of users 

such as administrators or health care providers. 
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Figure 4: Create Blockchain Network Steps 

 

4.3. System Functionality 

We wrote a client application that reads a list of patients’ records stored in comma separated file and then 

makes a create API call to our client application. This client application acts as a healthcare provider who is 

authorized to perform create or update operations. The user for this client is a preregistered user as we use 

permissioned blockchain. The system detects duplicate records and returns 409 https status. The patient record 

contains a list of appointments to allow multiple appointments for patients visits.  For every update happens the old 

records remains unchanged, and a new version of the record will be created as the default behavior of Hyperledger 

blockchain network. This guarantees the authenticity and immutability of the medical record. 

Figure 5 shows who the create patient transaction is executed in a blockchain network. The client application is 

authorized to perform the create operation and it makes a call to the peer nodes and once the proposal is approved it 

returns an endorsement back based on the public/private key for the client.  

 

 
Figure 5: A process flow of a new patient registration 

 

 

With our role-based access and blockchain network membership configuration patients can only read their latest 

version of medical records. When a patient tries to access create, update, or delete API, untheorized exception will 

be thrown as he/she doesn’t have access to these operations. If there is an update is required, patient will need to 

contact the authorized parties to perform the update operations. 
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5. Conclusion and Future Work 

 
Recently, blockchain technology usages has been increased not only in crypto currency or financial areas, 

but in different fields such as healthcare systems. 

In this paper, we have shared an overview about blockchain and its different frameworks. We have 

proposed a cloud-based solution using and AWS and have created a Hyperledger Fabric Blockchain Network Using 

Amazon Managed Blockchain for patients’ medical records. Our solution provides efficient storing mechanism and 

sharable medical records in a secure manner. Our solution uses a private blockchain network to ensure the privacy of 

patient’s medical records. We have presented a secured cloud-based architecture that collects, store patients’ records 

using various AWS services. As part of our future work, we will add more members the network to represent 

different roles and actors in addition to bringing in real patients’ medical records to test the performance of the 

system. 
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